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− and for the first time in
public − how the worldwide system works, just how immense and powerful it is
and what it can and cannot do. The electronic spies are not ubiquitous, but
the paranoia is not unfounded.

The global system has a highly secret codename − ECHELON.

The intelligence agencies will be shocked to see it named and described for
the first time in print.

Each station in the ECHELON network has computers that automatically search
through millions of intercepted messages for ones containing pre−programmed
keywords or fax, telex and email addresses. Every word of every message is
automatically searched: they do not need your specific telephone number or
Internet address on the list.

All the different computers in the network are known, within the UKUSA
agencies, as the ECHELON Dictionaries.

Computers that can search for keywords have existed since at least the 1970s,
but the ECHELON system has been designed to interconnect all these computers
and allow the stations to function as components of an integrated whole.

Under the ECHELON system, a particular station's Dictionary computers contain
not only its parent agency's chosen keywords, but also a list for each of the
other four agencies. For example, each New Zealand site has separate search
lists for the NSA, GCHQ [British], DSD [Australia], and CSE [Canada] in
addition to its own.

So each station collects all the telephone calls, faxes, telexes, Internet
messages and other electronic communications that its computers have been
pre−programmed to select for all the allies and automatically send this
intelligence to them.
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